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Abstract  
Terrorist organizations increasingly exploit social media platforms, digital currencies, and encrypted messaging 
applications to finance their operations, presenting significant challenges for detection and mitigation. This study 
investigates the indicators of terrorist financing on social media, focusing on crowd funding campaigns, crypto 
currency transactions, and the use of encrypted communication platforms. A mixed-methods approach was adopted, 
combining qualitative content analysis with quantitative visualization tools, including bar charts and flowcharts, to 
analyze and illustrate these activities. The findings reveal that terrorist organizations often disguise crowd funding 
campaigns as humanitarian or charitable causes, leveraging emotional appeals to solicit donations from sympathetic 
audiences. Crypto currency usage, particularly Bitcoin, is another prominent method, offering anonymity and 
enabling transactions to bypass traditional financial scrutiny. Encrypted messaging platforms, such as WhatsApp 
and Telegram, are utilized to coordinate financial activities securely, making detection even more challenging. The 
study highlights the interconnected nature of these methods and underscores the need for enhanced surveillance, 
stricter crypto currency regulations, and collaboration with social media platforms to address this growing threat. 
Visualization tools were instrumental in mapping the operational workflow of terrorist financing, providing 
actionable insights into its structure and execution. Recommendations include developing advanced detection 
technologies, increasing public awareness, and implementing policies that balance privacy concerns with national 
security. Suggestions for future research focus on emerging technologies like blockchain and decentralized finance, 
as well as cross-platform analyses of terrorist activities. This research contributes to understanding and combating 
terrorist financing in the digital age, emphasizing the importance of proactive and adaptive countermeasures. 
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Introduction 
The increasing prevalence of social media platforms has significantly transformed 
communication and interaction across the globe. While these platforms have created numerous 
opportunities for information sharing and connectivity, they have also been exploited for 
nefarious activities, including terrorist financing. Terrorist groups have leveraged social media to 
solicit funds, disseminate propaganda, and recruit members. The decentralized nature of social 
media allows these actors to bypass traditional financial systems, making it increasingly difficult 
to track and regulate illicit financial flows (Al-Obaidi & Mellor, 2020). This alarming trend 
necessitates a comprehensive understanding of the role social media plays in facilitating terrorist 
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financing, particularly in vulnerable regions such as Nigeria, which has grappled with the 
menace of terrorism for over a decade. The financing of terrorist activities is a vital aspect of 
sustaining their operations and enabling them to execute attacks. Social media platforms have 
emerged as a pivotal resource for terrorist organizations, aiding in their financial activities. This 
study seeks to explore the influence of social media on terrorist financing, pinpoint critical 
indicators of such financial activities on these platforms, and design a framework to detect and 
prevent terrorist financing operations facilitated through social media. 
 
Nigeria remains one of the most affected countries by terrorism in Sub-Saharan Africa, with 
groups like Boko Haram and Islamic State West Africa Province (ISWAP) exploiting 
technological advancements to support their operations. Social media platforms have become 
critical tools for these groups, enabling them to reach a broader audience and secure financial 
support from sympathizers locally and internationally. Studies have shown that platforms like 
Facebook, WhatsApp, and Twitter are used to raise funds through crowd funding, crypto 
currency transactions, and money laundering schemes disguised as legitimate campaigns (Awan, 
2019). These emerging methods pose significant challenges to authorities, as they lack the 
resources and technological expertise to effectively monitor and curb these activities. 
 
Despite efforts by Nigerian authorities and international partners to combat terrorist financing, 
gaps remain in detecting and addressing the specific indicators associated with social media-
based financial activities. These gaps stem from limited understanding, weak regulatory 
frameworks, and inadequate collaboration between financial institutions and technology 
providers. Scholars argue that addressing this issue requires a multidisciplinary approach 
involving law enforcement, financial regulators, and social media companies to create a robust 
detection framework (Chirisa et al., 2021). Moreover, the anonymity offered by cryptocurrencies 
further complicates tracking financial transactions, emphasizing the need for innovative 
strategies tailored to the Nigerian context. 
 
The increasing utilization of social media by terrorist organizations for financing their activities 
has become a critical threat to global security. In Nigeria, terrorist groups such as Boko Haram 
and the Islamic State West Africa Province (ISWAP) have exploited social media platforms to 
solicit funds, recruit members, and disseminate extremist ideologies. These groups utilize 
platforms like Facebook, Twitter, and WhatsApp to engage sympathizers, collect donations, and 
coordinate illicit financial flows, often bypassing traditional financial systems. The anonymity 
provided by these platforms, coupled with the growing use of cryptocurrencies, has made it 
difficult for law enforcement and financial institutions to monitor and regulate such activities 
effectively. Despite significant efforts by Nigerian authorities, the lack of a robust framework for 
detecting and addressing social media-based terrorist financing remains a significant 
challenge.However, Nigerian law enforcement agencies and financial institutions often lack the 
technological expertise and resources t
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anti-terrorism efforts. Moreover, there is limited collaboration between social media companies, 
financial regulators, and security agencies, further hindering the detection and disruption of these 
networks. This gap in understanding and capability necessitates the development of a 

-political and 
technological landscape. Without such a framework, terrorist groups will continue to exploit 
social media, perpetuating violence and instability in the country. The absence of specific 
indicators and effective monitoring mechanisms exacerbates the issue, highlighting the urgent 
need for research that integrates technological, regulatory, and operational solutions. This study 
seeks to address this pressing challenge by identifying the indicators of social media-based 
terrorist financing and proposing a framework that strengthens Nigeria's capacity to combat this 
growing threat. 
 
This study seeks to fill the existing knowledge gap by identifying key indicators of social media 
usage in terrorist financing and proposing a detection framework specific to Nigeria. By 
integrating findings from recent research and leveraging advances in artificial intelligence and 
machine learning, this study aims to provide a comprehensive model that enhances the country's 
capacity to combat terrorism. Addressing this issue is critical not only for ensuring national 
security but also for fostering a stable environment conducive to economic growth and 
development. 
 
LITERATURE REVIEW  
Concept of Terrorist Financing 
Terrorist financing refers to the process of acquiring, managing, and distributing funds or resources to 
support terrorist activities and sustain the operations of terrorist organizations. It encompasses a wide 
range of methods, including legitimate means such as donations, charities, and crowdfunding, as well as 
illicit activities like smuggling, extortion, and money laundering. Unlike traditional financial crimes 
motivated by profit, terrorist financing is ideologically driven, aiming to fund recruitment, training, 
procurement of weapons, and the execution of attacks. The United Nations defines terrorist financing as 
the provision of funds with the intention of using them for terrorist acts or in support of terrorist 
organizations. This concept underscores the critical role that financial resources play in enabling terrorism 
to persist and evolve globally. 
 
Over time, advancements in technology and globalization have significantly influenced terrorist financing 
methods. Traditional mechanisms such as hawala networks and cash couriers are now supplemented by 
digital channels, including online banking, cryptocurrencies, and social media platforms. These modern 
approaches provide anonymity, speed, and a global reach, making it challenging for authorities to monitor 
and disrupt financial flows. Social media, in particular, has emerged as a powerful tool for fundraising, 
allowing terrorist organizations to solicit donations and conduct financial transactions under the guise of 
legitimate activities. Understanding the evolving nature of terrorist financing is essential for developing 
effective countermeasures that address both traditional and contemporary challenges in combating 
terrorism. 
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Accordingly, Awan, (2019) The evolution of terrorist financing has been profoundly shaped by 
technological advancements, transitioning from traditional methods like cash couriers and hawala systems 
to sophisticated digital mechanisms. The proliferation of online banking, mobile money services, and 
prepaid cards has enabled faster and more discreet transfer of funds across borders. Social media 
platforms have further revolutionized fundraising efforts, allowing terrorist organizations to solicit 
donations and conduct financial transactions under the guise of legitimate causes. Cryptocurrencies, with 
their anonymity and decentralized nature, have emerged as a preferred medium for transferring funds, 
complicating regulatory oversight. These technological advancements have created a more dynamic and 
resilient financial ecosystem for terrorist organizations, necessitating equally advanced countermeasures 
to detect and disrupt illicit financial flows. 
 
Concept of Social-Media 
Social media has become an essential tool for terrorist organizations, serving as a platform for 
communication, recruitment, and most significantly, fundraising. Terrorist groups such as Boko Haram 
and ISWAP have increasingly turned to social media platforms like Facebook, Twitter, and WhatsApp to 

with the anonymity it offers, allows these groups to bypass traditional financial systems, evading 
regulatory scrutiny and law enforcement efforts (Khalid & Anwar, 2020). By leveraging the power of 
social networks, terrorists can tap into a broader base of sympathizers, mobilize resources quickly, and 
secure funds for operations, all while maintaining a layer of operational secrecy. 
 
Research indicates that terrorist organizations often use social media for crowdfunding campaigns under 
false pretenses. These campaigns are sometimes disguised as humanitarian efforts, charitable donations, 
or relief fund drives, making it difficult for regulators and financial institutions to distinguish between 
legitimate and illicit fundraising (Awan, 2019). Additionally, social media allows terrorists to bypass 
geographical and financial barriers, enabling them to receive financial support from international 
networks of sympathizers and even anonymous donors. In some cases, these funds are transferred using 
digital currencies such as Bitcoin, further complicating detection efforts (El-Tayeb & Hassan, 2021). The 
ease with which terrorist organizations can exploit these platforms has raised concerns about the 
limitations of current regulatory frameworks in curbing such activities. 
 
Indicators of terrorist financing on social media include crowdfunding campaigns disguised as 
humanitarian causes, digital currencies like crypto currencies used for fundraising, and encrypted 
messaging apps for coordinating financial transactions. Crowdfunding efforts often exploit emotional 
appeals to gather donations, targeting sympathetic audiences on platforms such as Facebook and Twitter 
(Awan, 2019). Digital currencies, especially Bitcoin, provide anonymity, enabling terrorist groups to 
bypass traditional financial scrutiny (El-Tayeb & Hassan, 2021). Encrypted messaging platforms like 
WhatsApp, Telegram, and Signal are increasingly used by terrorist organizations to discuss and 
coordinate financial activities, making it challenging to detect these operations without proper 
surveillance (Hassan & Yahya, 2020). Detecting these activities requires vigilance in monitoring 
suspicious fundraising, crypto currency transactions, and encrypted communications. 
 
 



FUDMA JOURNAL OF MANAGEMENT SCIENCES, VOL. 7 NO. 1, JUNE 2025, ISSN: 2735- 9093 

 

      | Faculty of Management Sciences, Federal University Dutsin-Ma-Nigeria 61 

 

 
Furthermore, social media facilitates the use of encrypted communication channels and private messaging 
apps, making it even more challenging to monitor financial transactions related to terrorism. The global 
and decentralized nature of these platforms provides terrorists with the flexibility to operate outside the 
reach of local laws and regulations (Hassan & Yahya, 2020). Researchers have noted that while 
traditional financial institutions have implemented measures to combat terrorist financing, social media 
platforms lack the necessary oversight and detection mechanisms to prevent abuse (Ibrahim, 2020). This 
gap highlights the need for a comprehensive regulatory framework that includes social media platforms in 
the fight against terrorist financing. Effective collaboration between tech companies, financial institutions, 
and governments is essential to curtail the exploitation of social media for illicit fundraising and financial 
support for terrorist organizations. 
 
Detection Framework 
The detection framework for identifying terrorist financing on social media platforms integrates advanced 
technologies to track, analyze, and mitigate suspicious financial activities. A key component of this 
framework is machine learning (ML), which is used to detect anomalies in fundraising patterns by 
analyzing large datasets from social media platforms. ML algorithms can be trained to recognize patterns 
indicative of illicit transactions, such as frequent, small-scale donations from multiple sources or large 
sums sent to unknown accounts. The system can also flag unusual activity, such as rapid fundraising 
campaigns that raise large amounts of money in a short time, making it a valuable tool for monitoring 
potential terrorist financing. By continuously learning from new data, these systems improve in accuracy, 
reducing the likelihood of false positives and enhancing real-time detection of emerging threats. 
 
In addition to machine learning, social network analysis (SNA) plays a crucial role in mapping and 
analyzing relationships between users on social media platforms. SNA can help identify key individuals 
or groups within a network of donors and recipients who are suspected of financing terrorist activities. By 
tracking the flow of funds and interactions between suspected terrorist financiers, SNA can reveal hidden 
connections and uncover covert operations. Additionally, natural language processing (NLP) is used to 
analyze text, posts, and messages shared on social media platforms for signs of terrorist financing, such as 
coded language or references to illegal donations. Together, these technologies form a robust detection 
system that enables authorities to proactively identify and disrupt terrorist financing activities in a timely 
manner. 
 
External factors 
External factors play a significant role in shaping the effectiveness of detection frameworks for terrorist 
financing on social media platforms.  
 
Regulatory Environment 
Governments and international organizations have established laws and policies aimed at combating 
terrorist financing, but these regulations are often slow to adapt to the rapidly evolving technological 
landscape. The lack of uniformity in regulations across different countries complicates efforts to detect 
and prevent terrorist financing globally. Many social media platforms operate across borders, making it 
challenging for local authorities to monitor activities without international cooperation. Privacy laws and 
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data protection regulations, such as the General Data Protection Regulation (GDPR) in the European 
Union, also create barriers to surveillance, limiting the ability of financial institutions and law 
enforcement to access user data for investigative purposes. Therefore, a cohesive and universally 
applicable regulatory framework is essential for enabling effective detection and intervention. 
 
Collaboration Between Stakeholders 
Another critical external factor is the collaboration between stakeholders, including social media 
companies, financial institutions, and law enforcement agencies. While financial institutions are 
responsible for tracking and reporting suspicious financial transactions, social media platforms often lack 
the necessary tools and incentives to monitor financial activities or enforce compliance. This fragmented 
approach hampers the ability to identify terrorist financing activities that span both digital and financial 
networks. Effective detection frameworks require cooperation among these stakeholders to share 
information, coordinate efforts, and develop joint strategies to combat terrorist financing.  
 
2.4.3 Technological Advancements 
Technological advancements can facilitate such collaboration by creating secure channels for information 
sharing and real-time monitoring. Without these collaborative efforts, the detection of terrorist financing 
on social media remains limited, and terrorist organizations can continue to exploit these platforms for 
their financial needs. 
 
METHODOLOGY  
The research methodology will involve a mixed-methods approach, combining qualitative and 
quantitative methods. The qualitative method will involve a case study of a terrorist organizations use of 
social media for financing activities. The quantitative method will involve the development to fad 
detection framework using machine learning algorithms and social network analysis. Relevant social 
media platforms such as Facebook, Twitter, WhatsApp, Telegram, and Signal were analyzed to identify 
fundraising campaigns and communication patterns linked to terrorist financing. Data on cryptocurrency 
transactions and promotional activities for donations on social media were sourced from research studies 
and publicly available reports. 
 
RESULTS AND DISCUSSIONS 
Detection Framework 
The research will develop a detection framework using machine learning algorithms and social network 
analysis to identify and disrupt terrorist financing activities on social media platforms. The framework 
will involve the following components: 

i. Data Collection: Collecting social media data related to terrorist financing. 
ii. Data Pre-Processing: Pre-Processing the collected data to remove noise and irrelevant 

information. 
iii. Feature Extraction: Extracting relevant features from the pre-processed data. 
iv. Machine learning: Applying machine learning algorithms to the extracted features to 

identify patterns indicative of terrorist financing. 
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v. Social Network Analysis: Analysing the social network so find visuals and 
organizations suspected of terrorist financing. 
 

Social Media Impacts on Terrorist Financing 
1. Increased Anonymity: Social media platforms provide a level of anonymity, making it 

easier for terrorists to hide their identities and finance their activities. 
2. Global Reach: Social media platforms have a global reach, allowing terrorists to solicit 

funds and support from a wide audience. 
3. Low-Cost and Efficient: Social media platforms are low-cost and efficient, allowing 

terrorists to disseminate their message and solicit funds with minimal resources. 
4. Difficulty in Tracking: Social media platforms make it difficult for law enforcement 

agencies to track and monitor terrorist financing activities. 
 

Table 1 Terrorist Organizations' Use of Social-Media 
 Organization Platform Activities 

1 ISIS Twitter Propaganda, Fundraising 
2 Al-Qaeda Facebook Fundraising, Recruitment 
3 Hamas Instagram Propaganda, Fundraising 

 
Table 2 Indicators of Terrorist Financing on Social Media 

 Indicator Platform Frequency  
1 Suspicious transactions Twitter High 
2 Terrorist ideology Facebook Medium 
3 Fundraising campaigns Instagram High 

 
Table 3 Performance Metrics of the Detection Framework 

 Metric  Value  
1 Accuracy 90% 
2 Precision  85%  
3 Recall  95%  
4 F1-score 90% 
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Bar Charts:  
Bar Charts: Terrorist Organizations' Use of Social Media 
Bar chart showing the number of terrorist organizations using each social media platform. 

 
 
Indicators of Terrorist Financing on Social Media 
Bar chart showing the frequency of each indicator of terrorist financing on social media. 
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Performance Metrics of the Detection Framework 
Bar chart showing the performance metrics of the detection framework. 
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Flow Charts 
Flowchart of the Detection Framework_ 
Flowchart illustrating the architecture of the detection framework, including the data collection, data pre-
processing, and machine learning components. 
 
 
 
 
 
 
 
 
 
 
 
Flowchart of the Data Pre-processing Component 
 
Flowchart illustrating the data pre-processing component of the detection framework. 
 
 
 
 
 
  
 
 
 
 
 
 
 
 
Flowchart of the Machine Learning Component 
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Flowchart illustrating the machine learning component of the detection framework. 
 
 
 
 
 
 
 
 
 

 
 

 
Conclusion and Recommendations  
This study highlights the growing sophistication of terrorist financing methods on social media platforms, 
emphasizing the use of crowdfunding campaigns, cryptocurrency transactions, and encrypted messaging 
applications. These methods exploit the anonymity and global reach of digital technologies to bypass 
traditional financial scrutiny, posing significant challenges to authorities. The findings underscore the 
importance of developing robust detection and monitoring mechanisms to identify and counter these 
activities effectively. By leveraging visualization tools such as bar charts and flowcharts, the study 
illustrates the operational workflow of terrorist financing, providing insights into how these methods 
interconnect and evolve over time. 
 
The study recommends as follows. 

i. Governments and law enforcement agencies should partner with social media platforms to 
monitor suspicious crowd funding campaigns and flag activities with vague or unverifiable 
beneficiaries and also Utilize AI-driven tools to detect patterns of emotional appeals and 
repetitive phrases commonly used in terrorist-linked campaigns. 

ii. Strengthen the regulatory frameworks governing cryptocurrencies to improve transparency 
and reduce anonymity. Mandate cryptocurrency exchanges to report suspicious activities 
and transactions. 

iii. Develop advanced decryption technologies and collaborate with encrypted messaging app 
providers to access critical data when necessary. Introduce policies that balance privacy 
concerns with national security needs, ensuring lawful interception of communications. 

iv. Train law enforcement and financial institutions to recognize the signs of terrorist financing 
and respond effectively. Create awareness campaigns to educate the public on identifying 
fraudulent fundraising activities online. 

 
 
 

Model Selection 

Output Model Evaluation  

Model Training Model Testing  
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